Introduction {#Sec1}
============

The relationship between quantum information and cryptography is almost half-a-century old: a 1968 manuscript of Wiesner (published more than a decade later \[[@CR233]\]), proposed *quantum money* as the first ever application of quantum physics to cryptography, and is also credited for the invention of oblivious transfer---a key concept in modern cryptography that was re-discovered years later by Rabin \[[@CR195]\]. Still today, the two areas are closely intertwined: for instance, two of the most well-known results in quantum information stand out as being related to cryptography: quantum key distribution (QKD) \[[@CR24]\] and Shor's factoring algorithm \[[@CR206]\].

There is no doubt that QKD has taken the spotlight in terms of the use of quantum information for cryptography (in fact, so much that the term "quantum cryptography" is often *equated* with QKD---a misconception that we aim to rectify here!); yet there exist many other uses of quantum information in cryptography. What is more, quantum information opens up the cryptographic landscape to allow functionalities that do not exist using classical[1](#Fn1){ref-type="fn"} information alone, for example uncloneable quantum money. We note, however, that the use of quantum information in cryptography has its limitations and challenges. For instance, we know that quantum information alone is insufficient to implement information-theoretically secure bit commitment; and that a proof technique called *rewinding* (which is commonly used in establishing a zero-knowledge property for a protocol) does not directly carry over to the quantum world and must re-visited in light of quantum information.

In this paper, prepared on the occasion of the 25th anniversary edition of *Designs, Codes and Cryptography*, we offer a survey of some of the most remarkable theoretical uses of quantum information for cryptography, as well as a number of limitations and challenges that cryptographers face in light of quantum information. We assume that the reader is familiar with cryptography, but we do not assume any prior knowledge of quantum information. Quantum cryptography is a flourishing area of research, and we have chosen to give an overview of only a limited number of topics. The reader is, of course, encouraged to follow up by consulting the references. To the best of our knowledge, prior survey work on the topic of "quantum cryptography beyond key exchange" is limited to a 2006 survey by Müller-Quade \[[@CR186]\] and a 1996 survey by Brassard and Crépeau \[[@CR45]\]; see also an interesting personal account by Brassard \[[@CR43]\]. A number of surveys that focus on QKD exist and are listed in Sect. [3.2](#Sec13){ref-type="sec"}.

Overview {#Sec2}
--------

The predictions of quantum mechanics defy our everyday intuition: concepts such as *superposition* (a particle can be in multiple places or states at the same time), *entanglement* (particles are correlated beyond what is possible classically) and *quantum uncertainty* (observing one property of a particle intrinsically degrades the possibility of observing another) are partly responsible for the bewildering possibilities in the quantum world. Section [2](#Sec4){ref-type="sec"} of this survey contains a brief introduction to the mathematical formalism of quantum information as it pertains to quantum cryptography (no prior knowledge of quantum mechanics is assumed). Topics covered in this section include the mathematical formalism for the representation and manipulation of *qubits* (the fundamental unit of quantum information). We also include a brief survey of concepts such as the quantum no-cloning theorem, entanglement and nonlocality---all of which play an important role in quantum cryptography.

Section [3](#Sec11){ref-type="sec"} of this survey is devoted to quantum cryptographic constructions. The principal appeal in using quantum information for cryptography is in establishing a *qualitative* advantage. More precisely, the goal is to develop quantum cryptographic protocols that achieve some functionality in a way that is fundamentally advantageous compared to using classical information alone. This quantum advantage can be of the following types:a quantum protocol achieves statistical (information-theoretic) security; any classical protocol achieves this task with computational security at best;a quantum protocol achieves computational security; no classical protocol can achieve this task, even with computational security.Many of the quantum constructions that we cover in this survey (whether they are of the first or second type) are inspired by the original proposal of Wiesner called *conjugate coding*. This construction embodies many unique features of quantum information, as we explain in Sect. [3.1](#Sec12){ref-type="sec"}. In particular, conjugate coding is used in constructions for physically unforgeable quantum money (Sect. [3.1](#Sec12){ref-type="sec"}), as well as in QKD---a method that allows the information-theoretically secure expansion of shared keys (Sect. [3.2](#Sec13){ref-type="sec"}). Another application of conjugate coding in quantum cryptography is in showing that two basic cryptographic primitives, *bit commitment* and *oblivious transfer* are (information-theoretically) *equivalent* in the quantum world (Sect. [3.3](#Sec14){ref-type="sec"})---an equivalence that is provably false in the classical world. Technologically speaking, perfect quantum communication and storage is a challenge; in building protocols in the *bounded- and limited-storage quantum models* (collectively known as *limited-storage models*), ingenious cryptographers have turned this challenge to their advantage (Sect. [3.4](#Sec17){ref-type="sec"})---once again, the key ingredient in the construction being conjugate coding. Motivated by the perspective that quantum computations will, in the future, be outsourced to remote locations (again, because of technological challenges involved in building quantum computers), cryptographers have studied protocols for the *delegation of quantum computations*, which we cover in Sect. [3.5](#Sec18){ref-type="sec"}. In Sect. [3.6](#Sec19){ref-type="sec"}, we review the possibility of quantum primitives that accomplish a security against malicious participants that is typically too weak for cryptographic applications (since it does not provide *exponential* security), yet is still of interest due to the advantage that quantum information provides: this is embodied in quantum protocols for *weak coin flipping* and *imperfect bit commitment*. Finally, we survey *device-independent cryptography* (Sect. [3.7](#Sec20){ref-type="sec"}) which can be seen as a culmination of many of the constructions already mentioned: thanks to this sophisticated technique, it is possible to achieve cryptographic tasks such as QKD and randomness expansion/amplification, with *untrusted devices*, which are quantum devices that are assumed to have originated from an adversary. The very possibility of achieving this result stems from one of the most mysterious quantum phenomena, namely *nonlocality* (which is introduced in Sect. [2.5](#Sec9){ref-type="sec"}).

While quantum information provides a number of advantages for cryptography, it also has its unique limitations and challenges, which we survey in Sect. [4](#Sec21){ref-type="sec"}. The first limitations that we survey are in terms of *impossibility* results, namely the impossibility of information-theoretically secure quantum bit commitment (Sect. [4.1](#Sec22){ref-type="sec"}) and of information-theoretically secure two-party quantum computation (Sect. [4.2](#Sec23){ref-type="sec"}). Next, we cover two topics that are applicable to purely classical protocols, in which essentially the only concern is that the adversary is capable of quantum information processing: *quantum rewinding* (Sect. [4.3](#Sec24){ref-type="sec"}) and *superposition attacks* (Sect. [4.4](#Sec25){ref-type="sec"}). We emphasize that the cryptographic challenges encountered here are not related to the superior computational power of a quantum adversary, but rather stem from quantum phenomena such as the no-cloning theorem (which forces us to develop an alternative to the common *rewinding* method used in order to establish the zero-knowledge property of interactive protocols), and of quantum superposition (which requires a new framework describing interactions with oracles---namely in the *quantum random oracle model*). Finally, in Sect. [4.5](#Sec26){ref-type="sec"}, we survey the research area of position-based quantum cryptography, where players use their geographical position as cryptographic credential; while the current main result in this area is a no-go theorem for quantum protocols for the task of position verification, the *possibility* of position-based quantum cryptography against *resource-bounded* adversaries remains a tantalizing open question.

One of the lessons learned from all these impossibility results is that quantum security is definitely a tricky business---quantum cryptographers should take this as a warning: the desire to find a "quantum advantage" (i.e. an application where quantum information outperforms all classical solutions) is extremely strong, and cryptographers must be vigilant since the quantum world comes with an abundance of subtleties.

We note that the bibliographic entries in this survey are available as an open-source file at <https://github.com/cschaffner/quantum-bib>.

Further topics {#Sec3}
--------------

Already, the literature on quantum cryptography is vast, and in this survey we have chosen to focus on only a few topics. We briefly mention here some topics that are *not* included in this survey:**Everlasting security** A protocol has everlasting security if it is secure against adversaries that are computationally unlimited *after* the protocol execution. This type of security is very difficult to obtain classically, even under strong setup assumptions such as a common reference string or signature cards \[[@CR219]\]. Even though we do not treat the notion explicitly in this survey, many quantum-cryptographic protocols such as QKD (Sect. [3.2](#Sec13){ref-type="sec"}) and the limited-quantum-storage protocols (Sect. [3.4](#Sec17){ref-type="sec"}) come with the important benefit of everlasting security. In fact, everlasting security might be the most important reason to use QKD in the first place \[[@CR211]\].**Quantum functionalities** In this survey, we focus mainly on classical functionalities, but *quantum* functionalities are of course also of interest: assuming full quantum computers for all parties, one can study the secure realization of a quantum ideal functionality. This includes topics such as the encryption of quantum messages in the information-theoretic \[[@CR9], [@CR41], [@CR134], [@CR153]\], entropic \[[@CR95], [@CR96]\] and computational \[[@CR52]\] settings, quantum secret sharing \[[@CR77]\], multi-party quantum computation \[[@CR22]\], authentication of quantum messages \[[@CR15]\], two-party secure function evaluation \[[@CR98], [@CR99]\], quantum anonymous transmission \[[@CR49], [@CR74]\], quantum one-time programs \[[@CR54]\] and quantum homomorphic encryption \[[@CR52], [@CR239]\].**Key recycling** Using quantum information, it is possible to detect eavesdropping such that key re-use is possible (if no eavesdropping is detected), while maintaining information-theoretic security \[[@CR87]\].**Quantum uncloneability** Because quantum information cannot, in general, be duplicated, (see Sect. [2.4](#Sec8){ref-type="sec"}), we can achieve functionalities related to copy-protection that cannot be obtained in the classical world. These include uncloneable encryption \[[@CR125]\], quantum copy-protection \[[@CR1]\] and revocable time-release encryption \[[@CR221]\].**Isolation assumptions** The *multi-prover* interactive proof scenario \[[@CR21]\] enables the information-theoretic implementation of primitives that are unachievable in the single-prover setting. However, the study of quantum information has shed new light on the "isolation" assumptions that are required in order to establish security \[[@CR84]\]. Related to this is the study of protocols which are secure against provers sharing correlations that are very strong, yet do not allow signalling: \[[@CR110], [@CR139]\]. One particular way to enforce isolation is to spatially separate the players by a far enough distance: the relativistic no-signalling principle ensuring that no information can travel faster than the speed of light between the two sites. A relativistic (classical) bit-commitment scheme was first proposed by Kent \[[@CR142]\] and lately improved and experimentally implemented \[[@CR160]\]. See also related work \[[@CR159]\].**Leakage resilience using quantum techniques** In *leakage resilient computation*, we are interested in protecting computations from attacks according to various leakage models. In one of these models (the "split-state" model), it was shown \[[@CR93]\] that quantum information allows a solution to the *orthogonal-vector problem*, while no classical solution exists. Also, related work \[[@CR151]\] shows that techniques from fault-tolerant quantum computation can be used to construct novel leakage-resilient classical protocols.**Quantum cryptanalysis** Historically, the study of quantum algorithms is closely related to *quantum cryptanalysis*, which is the study of quantum algorithms for cryptanalysis. This is evidenced by some of the very early work on quantum algorithms, including Shor's algorithm for computing discrete logarithms and integer factoring in quantum polynomial-time \[[@CR206]\], Grover's search algorithm \[[@CR40], [@CR126]\] (which provides a square-root speedup in term of query complexity, for searching in an unstructured database). Recent work in the area of quantum cryptanalysis includes \[[@CR33], [@CR71], [@CR127], [@CR128], [@CR150], [@CR196]\]. See also \[[@CR13], [@CR184]\] for surveys on quantum algorithms, as well as the *Quantum Algorithm Zoo*.[2](#Fn2){ref-type="fn"}**Merkle puzzles in a quantum world** The first unclassified proposal for *secure communication over insecure channels* was made by Merkle in 1974 (published years later \[[@CR176]\]). The main idea is that honest parties can establish a secure communication channel by expending work proportional to *N*, yet any successful attack requires a computational effort proportional to $\documentclass[12pt]{minimal}
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                \begin{document}$$N^{2}$$\end{document}$. In a nutshell, Grover's search algorithm \[[@CR126]\] implies that quantum computers break the security of Merkle's scheme. However, \[[@CR50]\] show how to restore security in the quantum context: either by using a new classical protocol (in which case an adversary can break the scheme by expending work proportional to $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$N^{5/3}$$\end{document}$ (which is shown to be optimal), or by using a quantum protocol (in which case the quadratic security can essentially be restored).**From classical to quantum security** What can we say about the relationship between security in the classical setting versus the quantum setting? In this context, Unruh \[[@CR216]\] shows that if a protocol is statistically secure in the universal composability (UC) framework \[[@CR63], [@CR216]\], then the same protocol is quantum UC secure as well, and Fehr, Katz, Song, Zhou and Zikas \[[@CR113]\] classified the feasibility of cryptographic functionalities in the universal composability (UC) framework,[3](#Fn3){ref-type="fn"} and showed that feasibility in the quantum world is equivalent (for a large family of functionalities) to classical feasibility, both in the computational and statistical setting. See also \[[@CR129], [@CR210]\].**Post-quantum cryptography** The area of *post-quantum cryptography* \[[@CR32]\][4](#Fn4){ref-type="fn"} finds alternatives to the RSA and discrete-log assumptions in (classical) cryptography, in order to circumvent quantum attacks stemming from Shor's algorithm. This area is traditionally considered a topic related to classical cryptography, but the issues arising from the problem of quantum rewinding (Sect. [4.3](#Sec24){ref-type="sec"}) and the superposition model for oracle access (Sect. [4.4](#Sec25){ref-type="sec"}) may be considered part of post-quantum cryptography as well.**Experimental implementations** Experimental implementations of quantum cryptography are mostly focused on QKD (see \[[@CR8]\]), but also include quantum coin flipping \[[@CR31], [@CR182], [@CR189]\], quantum secret sharing \[[@CR212]\], delegated quantum computation \[[@CR17], [@CR114]\], limited-quantum-storage cryptography \[[@CR105], [@CR188]\], and device-independent randomness generation \[[@CR75], [@CR194]\].

Basics of quantum information {#Sec4}
=============================

This section contains the rudiments of quantum information that are used in the main text; we assume of the reader only basic knowledge of linear algebra. The reader should be warned that quantum theory is actually much more rich, subtle and beautiful! Textbook references on quantum information include: \[[@CR141], [@CR177], [@CR190], [@CR228], [@CR234]\].

State space {#Sec5}
-----------

The *bit* is the fundamental unit of information for classical information processing. In quantum information processing, the corresponding unit is the *qubit*, which is described mathematically by a vector of length one in a two-dimensional complex vector space. We use notation from physics to denote vectors that represent quantum states, enclosing vectors in a *ket*, yielding, i.e. $\documentclass[12pt]{minimal}
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                \begin{document}$$\vert 00\rangle ,\vert 01\rangle ,\vert 10\rangle ,\vert 11\rangle $$\end{document}$. Extending the concept of superposition to multiple qubits, we see that a system of *n* qubits can be in any superposition of the *n*-bit basis states $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\vert 00\ldots 0\rangle , \vert 00\ldots 1\rangle , \ldots , \vert 11\ldots 1\rangle $$\end{document}$. Hence, an *n*-qubit state is described by $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$2^n$$\end{document}$ complex coefficients. In case of *bipartite* quantum states shared among Alice and Bob, subscripts can be used to indicate which player holds which qubits. For instance, the 2-qubit state $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\vert 0\rangle _A \otimes \vert 0\rangle _B = \vert 00\rangle _{AB}$$\end{document}$ means that Alice and Bob both hold a qubit in state $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\vert 0\rangle $$\end{document}$.

Unitary evolution and circuits {#Sec6}
------------------------------

Basic evolutions of a quantum system are described by linear operations that preserve the norm; formally, these operations can be expressed as *unitary* complex matrices (a complex matrix *U* is *unitary* if $\documentclass[12pt]{minimal}
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Measurement {#Sec7}
-----------

In addition to unitary evolution, we specify an operation called *measurement*, which, in the simplest case, takes a qubit and outputs a classical bit. If we measure a qubit $\documentclass[12pt]{minimal}
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                \begin{document}$$\vert \psi \rangle = \alpha \vert 0\rangle + \beta \vert 1\rangle $$\end{document}$, we will get as outcome a single bit, which takes the value 0 with probability $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\left| \alpha \right| ^2$$\end{document}$ and the value 1 with probability $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\left| \beta \right| ^2$$\end{document}$. We further specify that, after the process of measurement, the quantum system *collapses* to the measured outcome. Thus, the quantum state is *disturbed* and it becomes *classical*: any further measurements have a deterministic outcome. We have described measurement with respect to the *standard basis*; of course, a measurement can be described according to an arbitrary basis; the probabilities of the outcomes can be computed by first applying the corresponding change-of-basis, followed by the standard basis measurement. Measurements can actually be described much more generally: e.g. we can describe outcomes of measurements of a strict subset of a quantum system---the mathematical formalism to describe the outcomes uses the *density matrix* formalism, which we do not describe here.

As a simple example of quantum measurements, consider the states $\documentclass[12pt]{minimal}
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Quantum no-cloning {#Sec8}
------------------

One of the most fundamental properties of quantum information is that it is not physically possible, in general, to *clone* a quantum system \[[@CR236]\] (i.e. there is no physical process that takes as input a single quantum system, and outputs two identical copies of its input). A simple proof follows from the linearity of quantum operations.[5](#Fn5){ref-type="fn"} At the intuitive level, this principle is present in almost all of quantum cryptography, since it prevents the classical reconstruction of the description of a given qubit system. For instance, given a single copy of a general qubit $\documentclass[12pt]{minimal}
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                \begin{document}$$\beta $$\end{document}$, because measuring disturbs the state. At the formal level, however, we generally require more sophisticated tools to prove the security of quantum cryptography protocols (see Sect. [3.1](#Sec12){ref-type="sec"}).

Quantum entanglement and nonlocality {#Sec9}
------------------------------------

A crucial and rather counter-intuitive feature of quantum mechanics is *quantum entanglement*, a physical phenomenon that occurs when quantum particles behave in such a way that the quantum state of each particle cannot be described individually. A simple example of such an entangled state are two qubits in the state $\documentclass[12pt]{minimal}
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                \begin{document}$$\vert a\rangle _A$$\end{document}$ she observed. At the same time, Bob's qubit (in system *B*) also collapses to $\documentclass[12pt]{minimal}
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                \begin{document}$$\vert a\rangle _B$$\end{document}$ and hence, a subsequent measurement by Bob yields the same outcome $\documentclass[12pt]{minimal}
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                \begin{document}$$b=a$$\end{document}$. It is important to realize that this collapse of state at Bob's side occurs simultaneously with Alice's measurement, but it does not allow the players to *send information* from Alice to Bob. It simply provides Alice and Bob with a shared random bit. In general, quantum entanglement does not contradict the fundamental *non-signaling principle* of the theory of relativity stating that no information can travel faster than the speed of light.[6](#Fn6){ref-type="fn"}

It turns out that by measuring entangled quantum states, Alice and Bob are able to produce correlations that are stronger than all correlations they could obtain when sharing only classical randomness. In this case, physicists say that the correlations *violate a Bell inequality* \[[@CR20]\]. The most well-known example of such an inequality was proposed by Clauser, Horne, Shimony and Holt \[[@CR76]\]. It can be described as a so-called *non-local game* among two players Alice and Bob. In this CHSH game, Alice and Bob can initially discuss in order to establish a joint strategy. Once the game starts, they are separated and cannot communicate. They receive as input uniformly random bits *x* and *y* and have to output bits *a* and *b* respectively. They win the game if and only if $\documentclass[12pt]{minimal}
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                \begin{document}$$a=b=0$$\end{document}$. This strategy lets them win the game with probability 3 / 4. It can be checked that there exist no better strategy for two classical players who are not allowed to communicate. In other words, we have the Bell inequality $\documentclass[12pt]{minimal}
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                \begin{document}$$\Pr [\text{ classical } \text{ players } \text{ win } \text{ CHSH }] \le 3/4$$\end{document}$. However, if Alice and Bob share a maximally entangled state (e.g. an EPR pair $\documentclass[12pt]{minimal}
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                \begin{document}$$(\vert 00\rangle +\vert 11\rangle )/\sqrt{2}$$\end{document}$), they can perform a quantum measurement which allows them to win the CHSH game with probability $\documentclass[12pt]{minimal}
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                \begin{document}$$\cos ^2(\pi /8) \approx 0.85$$\end{document}$ which is strictly larger than 3 / 4, hence violating the Bell inequality. Many experimental tests of this inequality have been performed and consistently found violations of this inequality, thereby proving that the world is actually more accurately described by quantum mechanics rather than by classical mechanics.

Physical representations {#Sec10}
------------------------

The mathematical model of quantum mechanics is currently the most accurate description of the physical world. This theory is without doubt the most successful and well-tested physical theory of all times; it describes a wide range of physical systems, and thus offers a large number of possible physical systems which can serve as quantum devices. These possibilities include photonic quantum computing, superconduction qubits, nuclear magnetic resonance, ion trap quantum computing and atomic quantum computing (see, e.g. \[[@CR94]\]). For our purposes, at the abstract level, all of these systems are described by the same formalism; however there may be experimental reasons to prefer one implementation over the other (e.g. photons are well-suited for long-distance quantum communications, but other systems such as superconducting qubits are better suited for quantum interactions).

Quantum cryptographic constructions {#Sec11}
===================================

In this section, we survey a number of quantum cryptographic protocols (see Sect. [1.1](#Sec2){ref-type="sec"} for a brief overview of these topics). Many of these protocols share the remarkable feature of being based on a very simple pattern of quantum information called *conjugate coding*. Because of its paramount importance in quantum cryptography, we first present this notion in Sect. [3.1](#Sec12){ref-type="sec"}. We then show how conjugate coding is the crucial ingredient in the quantum-cryptographic constructions for quantum money (Sect. [3.1](#Sec12){ref-type="sec"}), QKD (Sect. [3.2](#Sec13){ref-type="sec"}), a quantum reduction from oblivious transfer to bit commitment (Sect. [3.3](#Sec14){ref-type="sec"}), the limited-quantum-storage model (Sect. [3.4](#Sec17){ref-type="sec"}) and delegated quantum computation (Sect. [3.5](#Sec18){ref-type="sec"}). Further topics covered in this section are quantum coin-flipping (Sect. [3.6](#Sec19){ref-type="sec"}) and device-independent cryptography (Sect. [3.7](#Sec20){ref-type="sec"}).

Conjugate coding {#Sec12}
----------------

*Conjugate coding* \[[@CR233]\] is based on the principle that we can encode *classical information* into *conjugate* quantum bases. This primitive is extremely important in quantum cryptography---in fact, the vast majority of quantum cryptographic protocols exploit conjugate coding in one way or another. Conjugate coding is also called *quantum coding* \[[@CR30]\] and *quantum multiplexing* \[[@CR26]\].

The principle of conjugate coding is simple: for clarity of presentation and consistency with commonly used terminology, we associate a qubit with a photon (a particle of light), and use photon polarization as a quantum degree of freedom. Among others, photons can be polarized horizontally $\documentclass[12pt]{minimal}
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                \begin{document}$$\vert \updownarrow \rangle $$\end{document}$), diagonally to the left (), or diagonally to the right (). Photon polarization is a quantum property, and by associating $\documentclass[12pt]{minimal}
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                \begin{document}$$\vert \updownarrow \rangle = \vert 1\rangle $$\end{document}$, and , we can apply quantum operations to these states, as in Sect. [2](#Sec4){ref-type="sec"}.
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                \begin{document}$$R=\{\vert \leftrightarrow \rangle ,\vert \updownarrow \rangle \}$$\end{document}$ and forms a basis (called the *rectilinear* and *diagonal* bases, respectively), and can thus be used to encode a classical bit (see Table [1](#Tab1){ref-type="table"}). *R* and *D* are *conjugate bases*.Table 1Example of conjugate codingEncoded bit:0010110000Basis choice:*RDDDRRDRRD*Quantum encoding$\documentclass[12pt]{minimal}
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                \begin{document}$$\vert \updownarrow \rangle $$\end{document}$Note that, we use the abbreviation *R* for the *rectilinear* basis and *D* for the *diagonal* basis

The relevance of conjugate coding to cryptography is summarized by two key features that were, remarkably, already mentioned and exploited in Wiesner's work \[[@CR233]\]:Measuring in one basis irrevocably destroys any information about the encoding in its conjugate basis.The originator of the quantum encoding can verify its authenticity; however, without knowledge of the encoding basis, and given access to a *single* encoded state, no third party can create two quantum states that pass this verification procedure with high probability.In order to explain the first property, recall the well-known *Heisenberg uncertainty relation* \[[@CR135]\], which forbids learning both the position and momentum of a quantum particle precisely and simultaneously. In terms of photon polarization, and for a single photon, let us denote by $\documentclass[12pt]{minimal}
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                \begin{document}$$P_X$$\end{document}$ the distribution of outcomes when measuring the photon in the rectilinear basis and by $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$Q_X$$\end{document}$ the distribution when measuring in the diagonal basis. Following Heisenberg, Maassen and Uffink \[[@CR162]\] showed an *uncertainty relation*: $\documentclass[12pt]{minimal}
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                \begin{document}$$H(P_X) + H(Q_X) \ge 1$$\end{document}$ (where *H* is the *Shannon entropy*, an information-theoretic measure of uncertainty given by $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$${H(P_X)} = -\sum _x p_x \log _2p_x$$\end{document}$). Intuitively, such a relation quantifies the fact that one can know the outcome exactly in one basis, but consequently has complete uncertainty in the other basis. Looking ahead, we will see that such uncertainty relations play a key role in proving security of quantum cryptographic protocols, e.g. in the limited-quantum-storage setting (Sect. [3.4](#Sec17){ref-type="sec"}). The second property above is explained by noting that a quantum encoding can be verified by measuring each qubit in its encoding basis and checking that the measurement result corresponds to the correct encoded bit. Intuitively, the *no-cloning* theorem (Sect. [2.4](#Sec8){ref-type="sec"}) prevents a third party from *forging* a state that would pass this verification procedure; however, formalizing this concept requires more work (see Sect. [3.1](#Sec12){ref-type="sec"}).

What is more, the technological requirements of conjugate coding are very basic: the single-qubit "prepare-and-measure" paradigm of conjugate coding is feasible with today's technology---thus, many protocols derived from conjugate coding inherit this desirable property (which is, in fact considered the *gold standard* for "feasible" quantum protocols).

In the late 1960s, Wiesner \[[@CR233]\] had the visionary idea that quantum information could be used to create unforgeable bank notes. His ideas were in fact so much ahead of their time that it took years to publish them! (According to \[[@CR30]\], Wiesner's original manuscript was written in 1968.)

In a nutshell, Wiesner's proposal consists in *quantum banknotes* created by encoding quantum particles using conjugate coding (Sect. [3.1](#Sec12){ref-type="sec"}), with both the classical information and basis choice being chosen as random bitstrings. Thus, a banknote consists of a sequence of single qubits, chosen randomly from the states . As discussed in Sect. [3.1](#Sec12){ref-type="sec"}, the originator of the quantum banknote (typically called "the bank") can verify that a quantum banknote is genuine, yet quantum mechanics prevents essentially any possibility of counterfeiting. Clearly such a functionality is beyond what classical physics can offer: since any digital record can be copied, classical information simply cannot be used for uncloneability (not even computational assumptions will help).

Wiesner's work was improved and extended in many ways: early work of Bennett, Brassard, Breidbart and Wiesner \[[@CR26]\] showed how to combine computational assumptions with conjugate coding in order to achieve a type of *public verifiability* for the encoded states (they coined their invention *unforgeable subway tokens*). Further work on publicly-verifiable (also called *public-key* quantum money) includes schemes based on the computational difficulty of some knot-theory related problems \[[@CR107]\] (see also \[[@CR3]\]), verification "oracles" \[[@CR1]\] and hidden subspaces \[[@CR2]\].

Returning to Wiesner's scheme (which is often called *private-key* quantum money in order to distinguish it from the public-key quantum money schemes), we note that the first proof of security in the case of multiple qubits is based on semi-definite programming, and appeared only recently \[[@CR181]\] (this result is tight, since it also gives an explicit *optimal* attack). We also note work on variants of Wiesner's scheme in which quantum encodings are returned after validation: in all cases (whether the post-verification state is always returned \[[@CR108]\], or the post-verification state is returned *only for encodings that are deemed valid* \[[@CR55]\]), the resulting protocol has been found to be insecure.

We also note that further work has studied the possibility of private-key quantum money that can be verified using only *classical* interaction with the bank \[[@CR116], [@CR181]\], quantum *coins* \[[@CR185]\] (which provide a perfect level of anonymity), as well as noise-tolerant versions of Wiesner's scheme \[[@CR191]\].

Quantum key distribution {#Sec13}
------------------------

QKD is by far the most successful application of quantum information to cryptography. By now, QKD is the main topic of a large number of surveys (see, for instance, \[[@CR23], [@CR45], [@CR56], [@CR109], [@CR120]\]). Due to abundance of very good references on this topic, we survey it only briefly here.

The "BB84" protocol \[[@CR24], [@CR25]\] was the first to show how conjugate coding could be used for an information-theoretically secure key agreement protocol. In a nutshell, the protocol consists in Alice sending a sequence of single qubits, chosen randomly from the states . Bob chooses to measure them according to his own random choice of measurement bases. They communicate their basis choice for each encoded qubit; *eavesdropper detection* is performed by comparing the measurement results on a fraction of the bases on which their choices coincide---if successful, this procedure gives a bound on the secrecy and similarity of the remaining shared string, which can be used to distill an almost-perfect shared secret between Alice and Bob. In order to prevent man-in-the-middle attacks, this procedure requires *authenticated* classical channels. Usually, authentication is achieved by an initial shared classical secret between Alice and Bob. Thus, QKD is more accurately described as a key-expansion primitive. We note that, as a theoretical or experimental tool, it is often useful to consider a protocol equivalent to BB84, where the random choice of encoding basis (rectilinear of diagonal) is *delayed*; thus a quantum source would produce a sequence of maximally entangled states $\documentclass[12pt]{minimal}
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                \begin{document}$$(\vert 00\rangle +\vert 11\rangle )/\sqrt{2}$$\end{document}$, with both Alice and Bob then measuring in their random choice of bases. That an entangled system could be used in lieu of single qubits was suggested by Ekert \[[@CR104]\], but note that Ekert's idea was to base security on the observation of a Bell-inequality violation---which implies a set of different measurements than in the rectilinear/diagonal bases. The entanglement-based ("purified") BB84 protocol was introduced by Bennett, Brassard and Mermin in \[[@CR28]\].

We briefly mention that the formal security of QKD was originally left open, and that a long sequence of works (e.g. \[[@CR158], [@CR171]\]) culminated in a relatively accessible proof by Shor and Preskill, based on the use of quantum error correction \[[@CR207]\]. Further work by Renner \[[@CR198]\] showed a very different approach for proving the security of QKD based on exploiting the symmetries of the protocol (and applying a *de Finetti* style representation theorem), and splitting the security analysis into the information-theoretic steps of error-correction and privacy amplification. Other proofs of QKD are more directly based on the complementarity of the measurements \[[@CR148]\]. It is a sign for the complexity of QKD security proofs that most articles on this topic focus only on subparts of the security analysis and only very recently did a first comprehensive analysis of security appear \[[@CR213]\].

The huge success of QKD is due in part to the fact that it is readily realizable in the laboratory (the first demonstration appeared in 1992 \[[@CR27]\]). In light of practical implementations, security proofs for QKD need to be re-visited in order to obtain concrete security parameters---this is the realm of *finite-key security* \[[@CR133], [@CR204], [@CR213], [@CR214]\]. Furthermore, we note that when it comes to real-world implementations, QKD is vulnerable to *side-channel* attacks, which are due to the fact that physical implementations deviate from the idealized models used for security proofs (this is often referred to as *quantum hacking* \[[@CR161]\]).

We further note that the assumption of an initial short shared secret (for authenticating the classical channel) in the implementation of QKD can be replaced with a computational assumption or an assumption about the storage capabilities of the eavesdropper (see Sect. [3.4](#Sec17){ref-type="sec"}). The result is *everlasting* \[[@CR219]\] or *long-term* \[[@CR211]\] security: information-theoretic security is guaranteed *except* during the short period of time during which we assume a computational (or memory) assumption holds.

Bit commitment implies oblivious transfer {#Sec14}
-----------------------------------------

Oblivious transfer (OT) and bit commitment (BC) are two basic and important primitives for cryptography. In the classical case, it is easy to show that OT implies BC (in the information-theoretic setting), but the implication in the other direction does not hold.[7](#Fn7){ref-type="fn"} In stark contrast, OT and BC are known to be *equivalent* in the quantum world. In the following sections, we introduce these primitives (Sect. [3.3.1](#Sec15){ref-type="sec"}) and describe a quantum reduction from oblivious transfer to bit commitment (Sect. [3.3.2](#Sec16){ref-type="sec"}).

### Oblivious transfer (OT) and bit commitment (BC) {#Sec15}

Wiesner's paper about quantum cryptography \[[@CR233]\] introduced "a means for transmitting two messages either but not both of which may be received". This classical cryptographic primitive was later rediscovered (under a slightly different form) by Rabin \[[@CR195]\], and was given in the form of *1-out-of-2 Oblivious Transfer (OT)*) by Even, Goldreich and Lempel \[[@CR106]\]. In OT, Alice sends two messages $\documentclass[12pt]{minimal}
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                \begin{document}$$m_0,m_1$$\end{document}$ to Bob who receives only one of the messages $\documentclass[12pt]{minimal}
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                \begin{document}$$m_c$$\end{document}$ according to his choice bit *c*. Security for Alice (against dishonest Bob) guarantees that Bob receives only one of the two messages, whereas security for Bob (against dishonest Alice) ensures that Alice does not learn anything about Bob's choice bit.[8](#Fn8){ref-type="fn"} In the version by Rabin \[[@CR195]\], this primitive is essentially a secure erasure channel where Alice sends a single bit to Bob. This bit gets erased with probability 1/2 (in this case Bob receives $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\bot $$\end{document}$), but Alice does not learn whether the bit was erased. In fact, it is known that Rabin OT is *equivalent* to 1-out-of-2 OT \[[@CR81]\].

The importance of OT is embodied by the fact that it is *universal* for secure two-party computation \[[@CR145]\] (i.e. using several instances of 1-out-of-2 OT, any function can be securely evaluated among two parties such that no dishonest player can learn any information about the other player's input---beyond what can already be inferred from the output of the computed function).[9](#Fn9){ref-type="fn"} Due to this universality, the innocent-looking OT primitive gives an excellent indicator for the cryptographic power of a model.

*Bit Commitment (BC)* is a cryptographic primitive that captures the following two-party functionality: Alice has a bit *b* that she wants to commit to Bob, but she wants to prevent Bob from reading *b* until she chooses to reveal it (*concealing* or *hiding*). Although Bob should not be able to determine *b* before Alice reveals it, Alice should be unable to change the bit after it is committed (*binding*). A physical-world implementation of bit commitment would be for Alice to write *b* on a piece of paper, lock it in a safe, and send the safe to Bob. Since Bob cannot open the safe, he cannot determine *b* (concealing), and since Alice has physically given the safe to Bob, she cannot change *b* after the commitment phase (binding). When Alice wishes to reveal the bit, she sends the key to Bob.

### Quantum protocol for oblivious transfer {#Sec16}

In \[[@CR29]\], Bennett, Brassard, Crépeau, and Skubiszewska suggested a very natural quantum protocol for OT (assuming BC): suppose Alice would like to obliviously send $\documentclass[12pt]{minimal}
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                \begin{document}$$m_c$$\end{document}$ according to his choice bit *c*. She uses conjugate coding to send *n* quantum states each chosen randomly from the states to Bob. Let us denote by $\documentclass[12pt]{minimal}
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                \begin{document}$$\theta \in \{R,D\}^n$$\end{document}$ the string of basis choices. Bob measures the received qubits in a random basis $\documentclass[12pt]{minimal}
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                \begin{document}$$\theta \in \{R,D\}^n$$\end{document}$ she was using, Bob can partition the set of indices into two disjoint sets : depending on his OT choice bit *c*, he puts all the indices where he measured correctly in $\documentclass[12pt]{minimal}
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                \begin{document}$$I_0,I_1$$\end{document}$ (in this fixed order, independent of *c*). Alice picks two independent hash functions $\documentclass[12pt]{minimal}
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                \begin{document}$$f_0,f_1$$\end{document}$ (mapping from *n* / 2 bits to 1 bit) and sends $\documentclass[12pt]{minimal}
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                \begin{document}$$i=0,1$$\end{document}$ to Bob. Here, $\documentclass[12pt]{minimal}
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                \begin{document}$$x|_I$$\end{document}$ denotes the substring of *x* with bit indices in *I*. Bob will be able to recover $\documentclass[12pt]{minimal}
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                \begin{document}$$f_c(x'|_{I_c}) \oplus s_c$$\end{document}$.

While it is easy to show that the above protocol is correct and secure against dishonest Alice (i.e. Alice does not learn anything about Bob's choice bit *c*), it is clearly insecure against a dishonest Bob who is able to store all quantum states until Alice tells Bob the basis string $\documentclass[12pt]{minimal}
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                \begin{document}$$\theta $$\end{document}$. Such a Bob can then measure all positions in the correct basis and hence recover both $\documentclass[12pt]{minimal}
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                \begin{document}$$m_1$$\end{document}$. The idea of \[[@CR29]\] was to *force* Bob to perform the measurement by requiring him to commit to the bases $\documentclass[12pt]{minimal}
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                \begin{document}$$\theta '$$\end{document}$ and outcomes $\documentclass[12pt]{minimal}
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                \begin{document}$$x'$$\end{document}$. Alice then checks a fraction of these commitments *before* Alice announces the basis string $\documentclass[12pt]{minimal}
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                \begin{document}$$\theta $$\end{document}$.

A long line of research \[[@CR29], [@CR82], [@CR168], [@CR172], [@CR238]\] has worked towards proving the security of this protocol. However, the crucial tools for an actual proof were eventually developed by Damgård, Fehr, Lunemann, Salvail, and Schaffner \[[@CR91]\] nearly two decades after the original protocol was proposed; Unruh subsequently used these techniques to formally establish the equivalence of BC and OT in the quantum UC model \[[@CR216]\].

Limited-quantum-storage models {#Sec17}
------------------------------

As we will see in Sect. [4.1](#Sec22){ref-type="sec"}, bit commitment is impossible to construct in the quantum world. More generally, it has been shown (see Sect. [4.2](#Sec23){ref-type="sec"}) that secure two-party computation is impossible in the plain quantum model, without any additional restrictions on the adversaries. One option in order to obtain security is to make computational assumptions. However, as we discuss below, it is also possible to obtain information-theoretic security, while making instead some reasonable assumptions about the storage capabilities of the adversary.

One of the challenges in building quantum devices is the difficulty of storing quantum information in a physical system (such as atomic or phototonic systems) under stable conditions over a long period of time---building a reliable quantum memory is a major research goal in experimental quantum physics (see e.g. \[[@CR208]\] for a review produced by the European integrated project *Qubit Applications (QAP)*). Despite continuous progress over the last years, large-scale quantum memories that can reliably store quantum information are currently out of reach. As we discuss in this section, ingenious quantum cryptographers have turned this technological challenge into an advantage for quantum cryptography!

The *bounded-quantum-storage* model, introduced by Damgård, Fehr, Salvail and Schaffner in \[[@CR86]\], is a model which assumes that an adversary can only store a limited number of qubits. Generally, protocols in this model require no quantum storage for the honest players, and are secure against adversaries that are unable to store a constant fraction of the qubits sent in the protocol.

This model is inspired by the classical bounded-storage model, as introduced by Maurer \[[@CR62], [@CR167]\]. In this model, honest parties are required to store $\documentclass[12pt]{minimal}
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                \begin{document}$$\Theta (n)$$\end{document}$ bits, but protocols (for OT and key agreement) are insecure against attackers with storage capabilities of $\documentclass[12pt]{minimal}
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                \begin{document}$$\Omega (n^2)$$\end{document}$ bits. Unfortunately, this gap between storage requirements for honest and dishonest players can never be bigger than quadratic \[[@CR101], [@CR102]\]. Combined with the fact that classical storage is constantly getting smaller and cheaper, this quadratic gap puts the classical-bounded-storage assumption on a rather weak footing. In sharp contrast, the *quantum* bounded-storage model gives an unbounded gap between the quantum-storage requirements of the honest and dishonest players, making this model model robust to technological improvements.

In the bounded-quantum storage model, a protocol for OT was proposed \[[@CR86]\]. Again, it is based on conjugate coding and is essentially identical to the protocol outlined in the previous Sect. [3.3.2](#Sec16){ref-type="sec"}, except that there is a waiting time $\documentclass[12pt]{minimal}
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                \begin{document}$$\Delta t$$\end{document}$ (say, 1 s) right after the quantum phase, before Alice sends her basis string $\documentclass[12pt]{minimal}
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                \begin{document}$$\theta $$\end{document}$ to Bob. In this time, a dishonest receiver Bob is forced to use his (imperfect) quantum memory and therefore loses some information about Alice's string *x* which intuitively leads to the security of the oblivious transfer. In a subsequent series of works \[[@CR88]--[@CR90]\], protocols for BC, OT and password-based identification (i.e. the secure evaluation of the equality function) were presented. For an overview of these results, see \[[@CR109], [@CR205]\].

The *noisy-quantum-storage* model, as introduced by Wehner, Schaffner and Terhal \[[@CR231]\] captures the difficulty of storing quantum information more realistically. Whereas in the bounded-quantum-storage model, the *physical number of qubits* an attacker can store is limited, dishonest players are allowed arbitrary (but imperfect) quantum storage in the noisy-quantum-storage model.

*Beyond limited quantum storage* Continuing the idea of assuming realistic technological restrictions on the adversary, researchers have developed protocols that are secure under the assumption that certain classes of quantum operations are hard to perform. A natural class to study consists of adversaries who can store perfectly all qubits they receive, but who cannot perform any quantum operations, except for single-qubit measurements (adaptively in arbitrary bases) at the end of the protocol. Such a model was first studied by Salvail \[[@CR201]\], and later by Bouman, Fehr, Gonzáles-Guillén and Schaffner \[[@CR39]\] and Liu \[[@CR138], [@CR154], [@CR155]\] under the name of "isolated-qubit model".

*Cryptographic proof techniques* In Sect. [3.1](#Sec12){ref-type="sec"}, we mentioned *uncertainty relations* (and in particular *entropic* uncertainty relations---which quantify uncertainty in information-theoretic terms). These relations play a key role in the security proofs for protocols in the limited-quantum-storage model. We refer to \[[@CR229]\] for a survey by Wehner and Winter on this topic. In fact, one can argue that the areas of limited-quantum storage models and entropic uncertainty relations have benefited a lot from each other, as research questions in one area have led to results in the other and vice versa. This fruitful co-existence is witnessed by a series of publications: \[[@CR34], [@CR35], [@CR39], [@CR100], [@CR187]\].

*Composability* It is natural to ask whether limited-quantum-storage protocols for basic tasks such as OT can be composed to yield more involved two- or multi-party secure computations. This question was answered in the positive in a number of works, including: Fehr and Schaffner \[[@CR111]\], Wehner and Wullschleger \[[@CR230]\] (for sequential composition) and Unruh \[[@CR217]\] (for bounded concurrent composition).

*Implementations* The technological requirements to implement limited-quantum-storage protocols in practice are modest and rather similar to already available QKD technology (often, the actual quantum phase is the same as in QKD). A small but significant difference is that it makes sense to run secure computations among players which are located within a few meters of each other, whereas the task of distributing keys demands large separations between players. This difference allows experimenters to optimize some parameters (such as the rate) differently for secure-computation protocols. The experimental feasibility of these protocols was analyzed theoretically in \[[@CR232]\] and demonstrated practically in \[[@CR105], [@CR188]\].

Delegated quantum computation {#Sec18}
-----------------------------

Quantum computers are known to enable extraordinary computational feats unachievable by today's devices \[[@CR126], [@CR184], [@CR206]\]. However, technologies to build quantum computers are currently in their infancy; the current state-of-the-art suggests that, when quantum computers become a reality, these devices are likely to be available at a few location only. In this context, we envisage the outsourcing of quantum computations from quantum computationally weak clients to universal quantum computers (a type of *quantum cloud* architecture). This scenario has appealing cryptographic applications, such as the delegated execution of Shor's algorithm \[[@CR206]\] for factoring, and thus breaking RSA public keys \[[@CR200]\]. From the cryptographic point of view, this scenario raises many questions in terms of the possibility of privacy in delegated quantum computation.

Pioneering work of Childs \[[@CR70]\] and Arrighi and Salvail \[[@CR12]\] studied this problem for the first time. The first practical and universal protocol for private delegated quantum computation, called "universal blind quantum computation" (uBQC) was given by Broadbent, Fitzsimons and Kashefi \[[@CR53]\]. In uBQC, the client only needs to be able to prepare random single-qubit auxiliary states (the client requires no quantum memory or quantum processor). Via a classical interaction phase, the client remotely drives a quantum computation of her choice, such that the quantum server cannot learn any information about the computation that is performed---with only the client learning the output. The uBQC protocol has been demonstrated experimentally \[[@CR17]\].

It is remarkable that uBQC is *also* based on conjugate coding! For the first time, it is an application where the states derived from conjugate coding are used to directly achieve *computational* cryptographic tasks (vs other applications of conjugate coding which essentially directly measure these states in order to extract classical information). This relationship with conjugate coding is more clearly apparent in a related protocol called "quantum computing on encrypted data" (QCED) \[[@CR51], [@CR114]\]. Here, the computation (as given by a quantum circuit) is public, but is executed remotely on an *encrypted* version of the data (reminiscent of the work on classical *fully homomorphic encryption* \[[@CR117], [@CR199]\]). In this situation, QCED shows that it is possible to achieve delegated quantum computation where the client only needs to send random states in (hiding of the computation itself can be achieved via a universal circuit construction).

We mention further that the *verifiability* of delegated quantum computations has been addressed in \[[@CR5], [@CR54]\], and has been the object of an experiment \[[@CR18]\], and that security has been analyzed in terms of a strong notion of *composability* \[[@CR97]\]. Furthermore, work of Reichardt, Unger and Vazirani shows that delegated quantum computation is achievable for a purely classical client, if we are willing to make the assumption of *two* universal quantum computers that cannot communicate \[[@CR197]\] (see also Sect. [3.7](#Sec20){ref-type="sec"}).

Quantum protocols for coin flipping and cheat-sensitive primitives {#Sec19}
------------------------------------------------------------------

In a classic cryptography paper \[[@CR36]\], Blum describes how to "flip a coin over the telephone" with the help of bit commitment: Alice commits to a random bit *a*, Bob tells Alice another random bit *b*, and Alice opens the commitment to *a*. The outcome of the coin is $\documentclass[12pt]{minimal}
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                \begin{document}$$a \oplus b$$\end{document}$ which cannot be biased by any of the two players (intuitively, because at least one random bit of an honest player was involved in determining the outcome). A coin flip with this property is called a *strong* coin flip. In contrast, for a weak coin flip, Alice and Bob have a desired outcome, i.e. Alice "wins" if the outcome is 0, and Bob "wins" if the outcome is 1. A weak-coin-flipping protocol with bias $\documentclass[12pt]{minimal}
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                \begin{document}$$\varepsilon $$\end{document}$ guarantees that no dishonest player can bias the coin towards his or her desired outcome with probability greater than $\documentclass[12pt]{minimal}
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                \begin{document}$$\varepsilon $$\end{document}$. In the classical world, coin-flipping can be achieved under computational assumptions. However, in the information-theoretic setting, it was shown \[[@CR130], [@CR136]\] that one of the players can always achieve his desired outcome with probability 1.

In the quantum world, we note that the general impossibility results for quantum two-party computation (Sect. [4.2](#Sec23){ref-type="sec"}) are not applicable to coin flipping, since the participants in a coin flipping protocol have no inputs, and instead aim to implement a *randomized* functionality. Nevertheless, Kitaev showed \[[@CR146]\] (see also \[[@CR10]\]) that any quantum protocol for strong coin-flipping is insecure since it can be biased by a dishonest player. Formally, the bias of any strong coin-flipping protocol is bounded from below by $\documentclass[12pt]{minimal}
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                \begin{document}$$\frac{1}{\sqrt{2}}-\frac{1}{2}$$\end{document}$. Interestingly, Mochon \[[@CR180]\] managed to expand Kitaev's formalism of *point games* to prove the existence of a *weak* coin-flipping protocol with arbitrarily small bias $\documentclass[12pt]{minimal}
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                \begin{document}$$\varepsilon >0$$\end{document}$. Unfortunately, Mochon's 80-page proof has never been peer-reviewed and is rather difficult to follow. Aharonov, Chailloux, Ganz, Kerenidis and Magnin \[[@CR6]\] have managed to simplify this proof considerably.

Based on this result, Chailloux and Kerenidis \[[@CR66]\] derived an optimal strong-coin-flipping protocol with the best possible bias $\documentclass[12pt]{minimal}
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                \begin{document}$$\frac{1}{\sqrt{2}} - \frac{1}{2}$$\end{document}$, matching Kitaev's lower bound. Also based on a weak-coin flip, Chailloux and Kerenidis \[[@CR67]\] gave the best possible imperfect quantum bit commitment. For the optimality, they prove that in any quantum bit commitment protocol, one of the players can cheat with significant probability.[10](#Fn10){ref-type="fn"} Such a result shows that an imperfect bit commitment cannot be amplified to a perfect one---which severely limits the applicability of the scheme to the cryptographic setting.

*Cheat sensitivity* Quantum mechanics offers the possibility to construct imperfect cryptographic primitives in the sense that they are correct (as long as the players are honest), but they are insecure, i.e. they do allow one of the players (say Alice) to cheat. However, the other player Bob has the possibility to check if Alice has been cheating (possibly by sacrificing the protocol outcome he would have obtained if he followed the protocol without checking). Hence, a cheating Alice has non-zero probability to be detected. These protocols are called *cheat sensitive* \[[@CR4], [@CR57], [@CR118], [@CR119], [@CR132], [@CR137]\]. In this context, it is argued that one could set up a game-theoretic environment: a player caught cheating has to pay a huge fine (or undergo another punishment) and is therefore deterred from actually doing it.

We note, however, that the applications of cheat sensitive protocols to the cryptographic setting are limited: while quantum protocols for imperfect and cheat-sensitive primitives can provide nice examples of separations between the classical and quantum worlds, they fulfill their purpose as long as they are considered as "final products", for instance in case of private information retrieval. However, it is difficult to argue that a strong coin flip with a constant bias, an imperfect bit commitment, or imperfect OT are cryptographically useful primitives, because they do not inherit the cryptographic importance of their perfect counterparts which can be used as building blocks for more advanced cryptographic primitives. In the case of cheat sensitivity, it is often unclear how such primitives behave under composition. In fact, it is a challenging open question to come up with a composability framework for cheat-sensitive quantum primitives.

Device-independent cryptography {#Sec20}
-------------------------------

An exciting feature of quantum cryptography is that it allows the possibility of *device-independent cryptography* in the sense that protocols can be run on untrusted devices which have possibly been constructed by the adversary. The crucial insight is that the "quantumness" of two (or more) devices can be tested and guaranteed by using the devices to violate a Bell inequality, i.e. to produce correlations that are stronger than allowed by classical mechanics. As outlined in Sect. [2.5](#Sec9){ref-type="sec"}, the most well-known example of such an inequality is the CHSH game \[[@CR76]\]. The key observation of device-independent cryptography is that in order to violate the CHSH inequality, a certain amount of intrinsic quantum randomness has to be present in the players' outputs. That we could exploit this relationship for cryptography was originally pointed out by Ekert \[[@CR104]\], and further studied by Mayers and Yao \[[@CR173]\] and Barrett, Hardy and Kent \[[@CR16]\]. In fact, this latter work shows not only how to accomplish cryptography with untrusted devices, but also how to do away completely with assumptions on the validity of quantum mechanics: instead, it shows how to accomplish QKD solely based on the non-signaling principle \[[@CR131], [@CR166]\]!

The relation between the CHSH violation and the amount of entropy in the outcomes of the measurements can be quantified exactly \[[@CR194]\]. In fact, on the topic of *self-testing quantum devices* \[[@CR163], [@CR174], [@CR175], [@CR178]\], Reichardt, Unger and Vazirani have shown a strong robustness result \[[@CR197]\] in the sense that being close to winning the CHSH-game with optimal probability implies that the players must essentially be in possession of a state which is close to an EPR pair. This is an extremely powerful result which has various applications.

The two qubits of an EPR state are maximally entangled. Quantum mechanics forbids any third party to be entangled with such a state (a phenomenon called *monogamy of entanglement*). Hence, measurements on an EPR state result in shared randomness which is guaranteed to be unknown to any eavesdropper.[11](#Fn11){ref-type="fn"} In a similar vein, one can argue that the measurement outcomes of Alice and Bob while successfully playing the CHSH game cannot be known to any adversary *even if this adversary has built the devices herself and is possibly still entangled with them*.

This effect leads to the interesting cryptographic applications of *device-independent randomness amplification and expansion* and *device-independent QKD*. In *randomness amplification*, the task at hand is to obtain near-perfect randomness from a weak random source using untrusted quantum devices (without using any additional randomness); this idea was originally proposed by Colbeck and Renner \[[@CR80]\]. In *randomness expansion*, one wants to expand a few truly random bits into more random bits, again using untrusted quantum devices; this idea was originally proposed by Colbeck and Kent \[[@CR67], [@CR78]\]. Providing formal security proofs has turned out to be rather challenging and was first established against classical adversaries \[[@CR112], [@CR193], [@CR194]\], and later also against quantum adversaries \[[@CR179], [@CR224]\]. A combination of the latest protocols allows to arbitrarily amplify very weak sources of randomness in a device-independent fashion. Experimental realizations of device-independent randomness include \[[@CR75], [@CR194]\].

In device-independent QKD, we make the additional assumption that there is no communication between the adversary and the quantum devices. The first formal proof for a device-independent QKD scheme was given by Vazirani and Vidick \[[@CR225]\]. Current research in this area aims to propose more practical device-independent QKD schemes that retain their functionality at realistic levels of noise.

Quantum cryptographic limitations and challenges {#Sec21}
================================================

In this section, we survey a number of limitations and challenges of quantum cryptography (see Sect. [1.1](#Sec2){ref-type="sec"} for a brief overview of these topics). We cover the impossibility of information-theoretically secure quantum bit commitment (Sect. [4.1](#Sec22){ref-type="sec"}) as well as the impossibility of information-theoretically secure two-party quantum computation (Sect. [4.2](#Sec23){ref-type="sec"}). Next, we survey the challenges imposed by quantum information in the context of *quantum rewinding* (Sect. [4.3](#Sec24){ref-type="sec"}) and superposition access to oracles in a quantum world (Sect. [4.4](#Sec25){ref-type="sec"}). Finally, we discuss impossibility results for position-based quantum cryptography (Sect. [4.5](#Sec26){ref-type="sec"}).

Impossibility of quantum bit commitment {#Sec22}
---------------------------------------

The 10-year period following the publication of the first QKD protocol \[[@CR24]\] saw only a handful of cryptographers working in quantum cryptography. This era was a period of vivid optimism. Indeed, the concept that quantum mechanics could allow unconditionally secure key expansion is mind-boggling, so why stop there? The next natural step to examine was *oblivious transfer*, which is an important building block for cryptography \[[@CR145]\] (see Sect. [3.3.1](#Sec15){ref-type="sec"} for definitions of *bit commitment* and *oblivious transfer*).

From this early period of quantum cryptography, we know of a quantum reduction from bit commitment to oblivious transfer \[[@CR29]\] (see Sect. [3.3](#Sec14){ref-type="sec"}). Hence, the holy grail of oblivious transfer is achievable, *if only we have access to a bit commitment*! Thus, researchers explored the possibility of *quantum bit commitment* (i.e. of using quantum information in order to build bit commitment), with the hopes of founding all of cryptography on the unique assumption of quantum mechanics. This line of work started in \[[@CR44]\], culminating in a claim of a unconditionally secure quantum bit commitment protocol \[[@CR46]\]. However, the optimism for quantum cryptography lasted only a few years as Mayers \[[@CR169]\] found a subtle flaw in the original argument of security. This result was generalized to rule out all quantum protocols for bit commitment by Mayers, and Lo and Chau \[[@CR157], [@CR170]\]. Note that the *possibility* of bit commitment in the *limited-quantum-storage* model (Sect. [3.4](#Sec17){ref-type="sec"}) introduces an extra physical assumption, and does not contradict the impossibility as discussed here!

We now briefly review the main impossibility argument \[[@CR47]\] (for ease of presentation, we focus on the exact case).[12](#Fn12){ref-type="fn"} First, consider the following sketch of impossibility for perfectly secure *classical* bit commitment: suppose such a protocol exists. Then by the information-theoretic security requirement, at the end of the commitment phase, Bob's view of the protocol must be independent of *b* (since, otherwise, the protocol would not be perfectly hiding). But this independence implies that Alice can choose to reveal either $\documentclass[12pt]{minimal}
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                \begin{document}$$b=1$$\end{document}$ in the reveal phase, with both being accepted by Bob. Hence, the bit commitment cannot be binding. It is interesting that the same proof structure is applicable to the quantum case, albeit by invoking some slightly more technical tools. Namely, we first consider a *purified* version of the protocol, which consists in all parties acting at the quantum level (measurements are replaced by a unitary process via a standard technique). Next, by the information-theoretic hiding property, the reduced quantum state that Bob holds at the end of the commit phase must be identical, whether $\documentclass[12pt]{minimal}
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                \begin{document}$$b=1$$\end{document}$. This condition is enough to break the binding property, since it means \[[@CR215]\] that Alice can locally perform a unitary quantum operation on her system in order to re-create a joint state consistent with either $\documentclass[12pt]{minimal}
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                \begin{document}$$b=1$$\end{document}$, at her choosing.[13](#Fn13){ref-type="fn"} Hence, she can chose to open either $\documentclass[12pt]{minimal}
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                \begin{document}$$b=1$$\end{document}$ at a later time, and Bob will accept: the commitment scheme cannot be binding.

Going back to the original paper on quantum bit commitment \[[@CR46]\], we note that a subtlety in the definition of the *binding* property is the origin of the false claim of security: while it is true that the protocol is such that Alice is unable to *simultaneously* hold messages that would unveil a commitment to $\documentclass[12pt]{minimal}
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                \begin{document}$$b = 1$$\end{document}$ (and thus, to be able to choose to open $\documentclass[12pt]{minimal}
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Impossibility of secure two-party computation using quantum communication {#Sec23}
-------------------------------------------------------------------------

Given the impossibility of quantum bit commitment, the next question to ask is: are there any classical primitives that may be implemented securely using quantum communication? In fact, the possibility for OT was stated as a open problem in \[[@CR45]\]. Unfortunately, this hope was shattered rather quickly, as impossibility results were given by Lo in \[[@CR156]\] for one-sided computations (where only one party receives output). This result already shows the impossibility of 1-out-of-2 OT---the proof technique follows closely the technique developed for the impossibility of quantum bit commitment (see Sect. [4.1](#Sec22){ref-type="sec"}).

It took almost 10 years until Colbeck showed the first impossibility result for two-sided computations, namely that Alice can always obtain more information about Bob's input than what is implied by the value of the function \[[@CR79]\]. In a similar vein, Salvail, Schaffner and Sotakova proved in \[[@CR202]\] that any quantum protocol for a non-trivial primitive leaks information to a dishonest player. What is worse, even with the help of a trusted party, the cryptographic power of any primitive cannot be "amplified" by a quantum-communication protocol.

Buhrman, Christandl and Schaffner \[[@CR58]\] have strengthened the above impossibility results by showing that the leakage in any quantum protocol is essentially as bad as one can imagine: even in the case of approximate correctness and security, if a protocol is "secure" against Bob, then it is *completely* insecure against Alice (in the sense that she can compute the output of the computation for *all* of her possible inputs). For impossibility results in the universal composability (UC) framework, see \[[@CR113]\].

Zero-knowledge against quantum adversaries: "quantum rewinding" {#Sec24}
---------------------------------------------------------------

Zero-knowledge interactive proofs, as introduced by Goldwasser, Micali, and Rackoff \[[@CR124]\] are interactive proofs with the property that the verifier learns nothing from her interaction with the honest prover, beyond the validity of the statement being proved. These proof systems play an important role in the foundations of cryptography, and are also fundamental building blocks to achieve cryptographic functionalities (see \[[@CR121]\] for a survey).

In zero-knowledge interactive proofs, the notion that the verifier "learns nothing" is formalized via the *simulation paradigm*: if, for every cheating verifier (interacting in the protocol on a positive instance), there exists a simulator (who does not interact with the prover) such that the output of the verifier is indistinguishable from the output of the simulator, then we say that the zero-knowledge property holds. In the classical world, a common proof technique used for establishing the zero-knowledge property is *rewinding*: a simulator is typically built by executing the given verifier---except that some computation paths are culled if the random choices of the verifier are not consistent with the desired effect. This selection is done by keeping a trace of the interaction, thus, if the interaction is deemed to have followed an incorrect path, the simulation can simply reset the computation ("rewind") to an earlier part of the computation (see \[[@CR121]\] and references therein).

In the quantum setting, such a rewinding approach is impossible: the no-cloning theorem tells us that it is not possible, in general, to keep a secondary copy of the transcript in order to return to it later on. This problem is further aggravated by the fact that, in the most general case, the verifier starts with some *auxiliary* quantum information (which we do not, in general, know how to re-create)---thus even a "patch" that would emulate the rewinding approach in the simple case would appear to fail in the case of auxiliary quantum information. We emphasize that the above concerns about the zero-knowledge property are applicable to purely *classical* protocols: honest parties are completely classical, but we wish to establish the zero-knowledge property against a verifier that may receive, store and process quantum information (these concerns are independent of the *computational power* of the verifier---they simply relate to the computational model!).

The fundamental difficulty in proving the zero-knowledge property in the quantum world was first discussed by van de Graaf \[[@CR223]\]; while some progress was made on this question \[[@CR85]\], it is the breakthrough result of Watrous \[[@CR227]\] that restored confidence that the zero-knowledge property of many standard classical zero-knowledge proofs is maintained in a quantum world.

In a nutshell, Watrous introduced the technique of *quantum rewinding*, which establishes that under some reasonable (and commonly satisfied) conditions, the success probabilities of certain processes with quantum inputs and outputs can be amplified. This technique therefore provides an alternative to the classical rewinding paradigm, and is used to show that the Goldreich-Micali-Wigderson graph 3-coloring protocol \[[@CR122]\] is zero-knowledge against quantum attacks. We briefly mention that quantum rewinding is established using a technique resembling *amplitude amplification* \[[@CR48]\] as is related to Grover's quantum search algorithm \[[@CR126]\].

Further work on quantum rewinding has dealt with extending the domain of applicability to *proofs of knowledge* \[[@CR218]\]. However, \[[@CR11]\] show limitations to this technique (so that, in fact---relative to an oracle---there exists classical protocols that are insecure against quantum adversaries). See also \[[@CR85]\].

Superposition access to oracles: quantum security notions {#Sec25}
---------------------------------------------------------

*Post-quantum cryptography* \[[@CR32]\] (see Sect. [1.2](#Sec3){ref-type="sec"}) investigates classical cryptographic schemes which remain secure in the presence of quantum adversaries. In classical cryptography, security is often defined in terms of an interactive game between an adversary and a challenger: a scheme is deemed secure if the adversary can only win the game with negligible probability. When such notions are used to prove post-quantum security, one must consider quantum adversaries which are potentially able to communicate quantumly with the challenger. An example is the chosen-plaintext-attack (CPA) learning phase that is present in game-based security definitions, for instance for defining indistinguishability (IND) security of encryption schemes \[[@CR123], [@CR140]\], where it is natural to consider attackers that can query superpositions of plaintexts to be encrypted and are returned superpositions of according ciphertexts from the challenger.

Another important example relates to the random-oracle (RO) model. A common technique used in classical cryptography is to assume that hash functions are perfect random oracles which adversaries can evaluate. It is well-known in classical cryptography that the RO-methodology comes with a plethora of techniques that can be employed in order to give formal proofs. Unfortunately, most of these tricks do not work in a quantum context for the following reason: a quantum adversary can always evaluate a classical hash function on an arbitrary superposition of inputs. Therefore, in the quantum random oracle (QRO) model, it is necessary to give the adversary superposition access to the oracle. As a consequence, standard techniques from the classical RO model (such as planting the challenge in a random one of the RO queries of the adversary) fail in the more realistic QRO model setting (the adversary might make a single quantum query with all input values in superposition).

Boneh, Dagdelen, Fischlin, Lehmann, Schaffner, and Zhandry \[[@CR38]\] first showed how to correctly define the random-oracle model in the quantum setting. They also showed a separation between the classical and quantum RO models. Zhandry \[[@CR240]\] showed how to plant challenges in the QRO model at the beginning of the execution, and Unruh \[[@CR222]\] showed how to reprogram the RO during runtime. Security definitions allowing superposition access have subsequently been studied by Boneh and Zhandry \[[@CR37], [@CR240]\] in the context of encryption, digital signatures and the construction of pseudo-random functions. See also related work by Damgård, Funder, Nielsen and Salvail \[[@CR92]\], who study superposition attacks on secret-sharing and multi-party protocols.

Position-based quantum cryptography {#Sec26}
-----------------------------------

In cryptography, digital keys or biometric features are used to verify the identity of a person. The goal of position-based cryptography is to use the *geographical position* of an entity as a cryptographic credential. As a physical analogy, consider the scenario of a bank, where typically, the mere fact that a bank teller is behind the counter (her *position*) suffices as a credential in order to initiate the exchange of sensitive information.

A central building block of position-based cryptography is the task of *position verification*, a problem previously studied in the field of wireless security \[[@CR42], [@CR61], [@CR64], [@CR65], [@CR203], [@CR209], [@CR226], [@CR241]\]. The goal is to prove to a set of verifiers that one is at a certain geographical location. Protocols typically exploit the relativistic no-signaling principle that messages cannot travel faster than the speed of light. By responding to a verifier in a timely manner, one can guarantee that one is within a certain distance of that verifier \[[@CR42]\]. It was shown in \[[@CR69]\] that classical position-verification protocols based only on this relativistic principle can be broken by multiple attackers who simulate being at the claimed position while physically residing elsewhere in space. Because of the no-cloning property of quantum information (see Sect. [2.4](#Sec8){ref-type="sec"}), it was believed that with the use of quantum messages one could devise protocols that were resistant to such collaborative attacks. Several schemes were proposed \[[@CR68], [@CR144], [@CR152], [@CR164], [@CR165]\] that later turned out to be insecure. Finally, Buhrman, Chandran, Fehr, Gelles, Goyal, Ostrovsky and Schaffner showed that also in the quantum case, no unconditionally secure schemes are possible \[[@CR60]\], as long as the colluding adversaries share a large enough amount of entanglement: attackers can break the protocol if the number of pre-shared EPR pairs is exponential in the size of the messages of the protocol \[[@CR19]\]. This exponential overhead in resources (in terms of entanglement and quantum memory) leads to the main open problem in this research area, namely to find quantum protocols which remain secure under the assumption that adversarial resources are restricted to a polynomial amount, while at the same time, honest players can perform the schemes efficiently.

Historically, position-based schemes were first studied by Kent, Monroe and Spiller in 2002 under the name of "quantum tagging". A US-patent was granted in 2006 \[[@CR143]\], but the results appeared in the scientific literature only in 2010 \[[@CR144]\]. Some simple position-verification schemes are studied in \[[@CR59], [@CR144]\]. The only quantum ingredient in these protocols is a single qubit sent to the prover who is required to route this qubit back to the correct verifier depending on the classical information he also receives from the verifiers. Note that the actions of the honest players are simple enough that they can be implemented using current quantum technology.

In order to analyze how much entanglement colluding adversaries need to break these simple schemes, a new model of (classical) communication complexity (called the *garden-hose model*) was introduced by Buhrman, Fehr, Schaffner and Speelman \[[@CR59]\]. This model connects attacks on position-based quantum protocols to various interesting problems in classical complexity theory and communication complexity, as witnessed in related work \[[@CR73], [@CR147]\]. In particular, the *garden-hose complexity* of a function gives an upper bound on the amount of entanglement required to break the security of the position-verification protocol based on that function. However, it is an open question whether more advanced techniques will allow to also prove lower bounds on the entanglement required to break these simple position-verification protocols.

In \[[@CR220]\], Unruh introduces a helpful methodology for analyzing quantum circuits in space-time and gives a position-verification protocol in three dimensions which is secure in the quantum-random-oracle model. Furthermore, \[[@CR60], [@CR220]\] give schemes for position-based authentication which allows the verifiers to be convinced that a message originated from a certain location. However, it remains an open problem to find efficient schemes which do not use random oracles.

Conclusion and open problems {#Sec27}
============================

Since its inception almost 50 years ago, quantum cryptography has developed into an active and exciting multidisciplinary area of research that combines state-of-the-art techniques from cryptography, quantum physics, complexity theory, information theory and beyond. While experimental implementations are still at the prototype level, our theoretical understanding of the power and limitations of quantum cryptography is continuously expanding.

Ongoing work on quantum cryptography consists in improving existing schemes as well as finding further applications and proof techniques. As final words, we mention here some open problems of interest.*What types of cryptosystems can quantum algorithms break?* The area of post-quantum cryptography bases classical cryptography on computational problems which are hard even for quantum computers. More research on quantum algorithms for quantum cryptanalysis is needed to fully understand how difficult these problems are. This understanding is also crucial when choosing the security parameters for post-quantum cryptographic schemes.*Can we make device-independent protocols that are feasible in practice?* It is a challenging open problem to develop device-independent protocols (for key distribution, but possibly also for other applications) which can tolerate a realistic amount of noise.*Can quantum protocols verify the position of a player?* As outlined in Sect. [4.5](#Sec26){ref-type="sec"}, one of the main open questions in the area of position-based cryptography is to find a protocol which can be executed efficiently (with current technology) by honest players, but requires an exponential amount of resources (such as entangled qubits) for attackers to break it.*How can we construct quantum-secure pseudorandom permutations (qPRP)?* Related to the topic of quantum security notions (Sect. [4.4](#Sec25){ref-type="sec"}), Zhandry \[[@CR240]\] has shown how to construct quantum-security pseudo-random functions (qPRF). Classically, it is well-known that using the PRF in a three-round Feistel network yields a pseudo-random permutation. However, this construction is probably insecure in the quantum setting \[[@CR149]\]. It is an open question how to construct quantum-secure pseudo-random permutations.*Which cryptographic functionalities can be achieved by quantum protocols?* The impossibility results from Sect. [4.2](#Sec23){ref-type="sec"} are all concerned with *deterministic classical* functionalities. In Sect. [3.6](#Sec19){ref-type="sec"}, we have seen that quantum protocols for (weak or biased strong) coin flipping exist. Hence what exactly is the set of randomized classical functionalities that can be implemented by quantum protocols? More generally, can these impossibility results be extended to quantum functionalities?*Does quantum information allow for devices that hide the inner workings of a computer program?* Due to its diverse and far reaching applications, program obfuscation has been long considered as a holy grail of cryptography. However, hopes of attaining highly secure obfuscation were diminished in 2011 by an impossibility proof \[[@CR14]\] (note, however that weaker security notions are attainable \[[@CR115]\]). The situation is completely different in the quantum case, since the proof technique is not applicable (essentially due to the no-cloning theorem). As such, a positive result establishing that quantum information allows program obfuscation would unleash a number of powerful primitives, and would yield another qualitative advantage of quantum information over its classical counterpart.*What are the limits of the delegated quantum computation scenario?* In Sect. [3.5](#Sec18){ref-type="sec"}, we reviewed results on how a quantum computationally weak client can outsource a quantum computation. An open question that remains is to establish the ultimate limits in terms of the power of the client: can a fully classical client delegate a private quantum computation to a single quantum server, while ensuring privacy and/or verifiability? In the computational setting, this question is related to that of *quantum fully homomorphic encryption*: can we encrypt quantum data such that any quantum circuit can be applied to the encrypted data (without revealing the key, of course!)?*Can we build quantum public-key money from standard assumptions?* Current techniques for quantum public-key money rely on *ad hoc* assumptions (see Sect. [3.1](#Sec12){ref-type="sec"}). An open problem is to construct these primitives on standard cryptographic assumptions (such as the existence of quantum-secure one-way functions \[[@CR7], [@CR183], [@CR192]\]).

We use the word "classical" here and throughout to mean "non-quantum".

<http://math.nist.gov/quantum/zoo/>.

A primitive is feasible if it can be implemented in the UC model from secure channels only.

The term is quite well-established by now, but chosen somewhat unfortunately, because the research area is concerned with cryptography which is still secure *at the beginning* and not after the end of the era of large-scale quantum computers.
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However, this "spooky action at a distance" puzzled Einstein a lot, and was the inspiration for his very influential paper co-authored with Podolsky and Rosen \[[@CR103]\]. Nowadays, we often call two qubits in the maximally entangled state $\documentclass[12pt]{minimal}
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See \[[@CR219], Lemma 7\] for a proof in the UC framework; the stand-alone impossibility is folklore and can be derived from the impossibility of OT in the plain model \[[@CR156]\] (see also Sect. [4.2](#Sec23){ref-type="sec"}).

In fact, formalizing these innocent-looking requirements correctly turns out to be rather tricky \[[@CR83], [@CR111]\].

A prime example of a secure two-party computation is Yao's millionaire's problem \[[@CR237]\]: two millionaires want to compare their fortune without telling the other specifically how much money they own. This problem can be solved by the secure computation of the greater-than function.
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In fact, the first formal security proof of QKD by Shor and Preskill \[[@CR207]\] exploited this monogamy of entanglement by showing that a QKD protocol can be transformed (in a series of steps) into a protocol that distills pure EPR states which Eve cannot be entangled with. These EPR states are then measured by Alice and Bob to obtain the secure shared key.

See also a more recent proof exploiting "quantum combs" \[[@CR72]\], as well as a more general result about the impossibility of "growing" quantum bit commitments \[[@CR235]\].

Technically, Uhlmann's theorem states that any two purifications of Bob's reduced quantum state are related by a unitary transform.
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